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Network Security in Layers

1. Advanced Threat Protection (ATP)
e.g. FireEye, Cisco/lronport
2. Intrusion Detection/Prevention (IDS/IPS)
e.g. Sourcefire, McAfee
3. Web Security
e.g. Imperva, Fortinet,
4. Email Security
qeratio e.g. Bluecoat, Trustwave
S 4, 5. Forensics Analysis
' e.g. RSA/NetWitness, Solera
6. Data Loss Prevention (DLP)
e.g. Websense, TrendMicro
7. Network Generation Firewalls
e.g. Palo Alto Networks, Checkpoint
8. Security Event Monitoring (SEIM)
e.g. HP/Arcsight, IBM/Q1lLabs
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Next-Generation Firewall

Identify # Categorize ‘ Control

Users/Groups Policy é-cdiu— >
W ORACLE
L sginalill SoP 4 @ ﬁu i
= o
@leforce "" mwowm :
facebook ! KR EE shng w@m &7
e “ N9 = t
PANDORA €7y y . ‘6 I
W omacLe w’y/ Unacceptable Apps & Blocked %
© shng @ @ Y [
é::?l:?‘-iat::v.a‘fl - : Visualize & l
Inteltigence Manage Policy
s —
f “» -
[ G0 Metwors
N
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Next-Generation Firewall

gonAdosiuimuINsvessE ATt eRABuLUalY ndnfe Wussuugunsaitlestuadevieiysan
nsmssnnandlaeadslunaedudieiu Ussneume ssuunsiaaeulasaiuaunsidaussuuansaume
szuvdasiulifanenfiunes szuvdestuanuuud szuunmeseulazdestunisynsn uazssuundunseaiuled
Tngannsasesiunisasasteyaldgeds mo Inslnsedunit egeilledudnuas High Availability s8s5uUns
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Applications Have Changed;
Firewalls Have Not

The firewall is the right place
to enforce policy control

ollaboration/Media

Saas D
C Ml tak:
;;- m meeby

’wofkdoy. F.@“

* Sees all traffic

* Defines trust boundary
Enables access via positive
control

BUT...applications have changed

*Ports # Applications
*IP Addresses # Users

*Packets # Content

Need to restore visibility and control in the firewall

Traditional Firewall vs Next Generation Firewall

MuuannsiUaBuLUaIvas Application Mitlugniswaun

Next-Generation Firewall
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