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(Security Operation Center using SOAR Pl.atform) o'ruru 1 In:lnr:
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:vulqudrJfruSnr::hurarurJaonriuraSodluao fi?retoi (Security operation Center
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(SOC - Security Operation Center) sioaaqorn Application FirewaLL Lrau Endpoint

Protection XDR dldeftfiun1rliudr l#lflurLrn:nr:rfil:nrj:v?rBnrna.rdau SoAR pLatform

2-2 :suufnulnxlu!aoerYarn5odlunoufi :usroS?oldrflnratrGnr:uranirluoi fi n'netnryi

:oliunorfiltsroiuridru uacno fir roroia ntir orlnrJ:s my neirr6o Iy:alulialriyb,lu
noufirrsroiuylur6n noufi rroroflfnun uavnoufi .lrmoiuoaro

J.2.3 tfr o rituuo uurvrr ua vurrt:nr tfnurar rur.Ja onrYeruniod runolfi't rm oflrirfluhj n rl
e -eu19r:51UA1naUAsA0Ona0.rnufl n0ul]1un1uu9t

2.4 urioti'fid'nunrnar r:nfiflrurriosoo C[oud Security rdonr:fnurnluUaoon-u:su!oarrei

m r u uleru r u n r:1{oatl rit o.ln r n io

3. :ruact6goarua'nuru:raur:torriaq

3.I :vlr-tuiyr:nr:o'onr:riEiuavna!6uolriorisnnnruutludmluffi

(SOAR - Security Orchestration, Automation and Response) i'1uiu 1 iEUU

3.2 :vr-rufnurolm.laoon-suumEodrernolfirroroirruu Vtrtual Appliance riruru 10 qn

3.3 :vwfnurnrulaonriuuurniarjrEJnorfi rumoiuulnaurvruruoi riruru 10 qo

3.4 :cllfnurnelr aooiTuufirlnairraiu Private Cloud il'ruru 1 :cu!
3.5 :cuurflr:viruavflorriurYaqnnruloruoio-oaieiv iirulu 1 :suu

3.6 :vrun:laailuavi rn:rsdryornr:nj (StElr/ - Security Information and Event

Irilanagement) dru:u t qo
tr,i. t torn:o.rrmrireroorfi'lrloitafiou dru'ru 1 :vru

sAl'tuaJ[0uonl nlnallJ'Ifl uuulllu[0fl dltu
sAv4. 6 f,uuf,?|a{ auflatflua

4.7 finruaur:onrrnqurLra

4.2 tilrirqonadlauarer

4.3 Llroq lufl1l.iran na nl:

4.4 lilrflurlnaadloqj:su'jrrnn:vSunr:du{o uauora6odr#rgrgrriurarjro.rrutalig
qv;, A ., e)a t tti{rn:re rfio r orn rflu{fltilairu un rucinr: :c rfiu a.ra nr:rJfll-n'.r1tita.!{ iun ounr:flrrr:s ttuu

d iguu m:''j r n r: fl i vvm l{ n 1i n a'{ rir rau a srr r fi rJ : v n'1fl L ru u ufl d1u l & u u ta6 od 1u 61: a u [v fi

I o.: n:uriru6nal,i

iui 19 uuruu 2565

sftl@ /w 14 &"rr-orn'iar,' r6.r,su d*J.1!
u1r{ntnqn 

'lriifrni
r.r.a.oimr tu$f;: u.a.n'aon: c-dq{rri rnun-rqnd f;{ou!?nE1m*on aul !}'t!u fidlirfl !A!d,ru?u lJ,llrdufiniurlr frJ

fiiuo-orir:raav16unqrua'nr*nrc toyi''rsta.rfiao .r -ai



3

'4 tc. 4 J !r4 u.{ 4 t! dota, v!4.5 tllLULJUnna{.i0flluut0 t? LuU6u{l1uli04r.i{1u [as Lrluo{rluuto'Lrr!urifr.i.t1u

ro.!u ?EJ.r'rulro.i:-itu:yuvrn:*oritelaliau[Tflra{ni!fru6na1.i 6l:rlfilfiorlnnal,'rifi"o.:ru_r _..ri,,__
l e t y,-

tuul4Ltf,1u rJnonl5 ni5 n1t Qfin15 u514't: [a3r,l1]€t1u,ta Lunl:oilr u{lu11JRonl:to.iIfr1Jnna{u6.:u

4.6 fiaa:auu-6uactrifia'nurucaio.r #trflrudnru, n::rnr:uIu!r unr:o-odo n'oi'rr

Ia s n'] lu:141t1'{ an r't 'l Fr5 nfl 1}1u 01 tu:'r t n n o 1u ru fl 1*1

2,4 4 u J, ! _ -1 ,4.t [1]1l.ll0unaaHrJ0Tl'y11nfl{An uiunlfi5.t01{00.tuadurymn51n.td6'nmolndrt'{nd1?

4.8 birflu{:lzuari:vIflnjirilfi'uniusidu{osuofl erorudrdldu{orauol#uridtinuarr6nr:

uluniErusli ru iuulvnlfi :rn?oirnr6#nyr:ofinai v6ohirflufrn:vrirnr:o"urflunr:t-oretnr:unjrtiudri
t 1, ra ^ .l!

0u't{ L1lu5:5t.1 tufl 'n!ivfl 1051n10tanyt:oIn?{n5.iu

4.s 1r[flu{'16'iuronf,rdraionmu{'uriu d,rororJfrraotriuordunra'lflu riuuoiYgura
eA v ,rv<. Jo d . - , , I,uo{rJul.lt olauo Lot n1a'ityaaslond [uayal'] nlJRuLtu?1 l.t

ve 4 a - ! - .4.10 l!Uutj0rauoglo,ta.:ytvI uu [u:yu!{oto{o6'r{n1nir6?ud[dn rolna
(Etectronic Government Procurement : e-GP) to.ln:urirginar.l

yA s e ,ru , &qua, - "4.11- qluutJ0t6uorl0,i [q5un15uot.id{ Lrr{iud?rLy]ult.114 1u0.rfli.tf.tdfl u5ofl'luytLJ
c c o -,Jiirrarirulul:sryolyer 1oabi0utruvrauo:1n1fl 1 :1e,fl 't:fr rirrauo

e,4 e4.72 (€u{ouauodotfrrldqnr:In:rnr:arua [acr,i'triunliln:,tn1i.l oril{dou 1nu
* -JLfiuoo{un a !n o{u

4.72. 1 Gnrrurmira6oarndl a'nlifl xnl:unoufi :rsroi raioivr errnl:ao fi x rfl oi
q.qd 4 A'id

v:0?fi?n:fl]lv{v'{14041: y501fi 1n:: 11'{y,l't 14io?{1?rl0uyrLyluuryrl

4.L2.2 fi!:saunr:oluirar:Tn:lnr:hifiaan'ir 5 fl

4.12.3 n'lrlrj:snouitriyii6':n::!aoufiargtoi ytoinrn::lly{flrdoar: yEo

io':n::rlvlflr :vo'rarrirginrn:r,t6oein'j1 ?6ol:snrafifldn:druuiur:In:.rnr:
< v) v o J- S -toutuut0t6uanvfl0.ia{u:rlm [ouuaflanr{1uu']119i'ina'12 1150 1i{x9}tn'tif{tu1

rJ:cifrnr:lir.:rruavFrllr.rin?1:.iarrt1i0 :va!n1:ni uashil:sno!erldnyiorJ:snrnfiuu-o:rYruriur:
iJ
Ln:,inl: lyloy{01:fu1n?1 :nl1 ?{'11]'l:n tMfl:.i0r1 n a:JugrlrT,imuInuas[0uo

vivia)-^g4.73 ituuti0tauosl0{ t!uuaunnavl r.ra.l'tulfiu?ft! n']:90fr{5ulJU5nuln?1!!aoorlu

rnior.iruno rfirrnoi raio:suu rniadr un oufir rm o 5 riruru t a'rgrgr 4arirlilrioun'Jr 1o d'ru!'rvr
- a - )" .e) Awo u \tu.

RTUtulcUs[1al 5 u:.JU0{',]Uvrn'r o LlruunorauaLU1.l1uqou1u u,as[!uagufulv]rJ:1JQ'1.i toYrl{']utta2
Aqva . !, !. a, ta ,-

ras0erl:JAfuqlg.l Lo n15a{'lorJ{1ulras0:?0r![5uu:oflua1 r{uero'rrllur]a{luYlrUunaQ ql to uor{

rilairu:rtnr: u ? u.:'rumlunlutt1ui1d?urs rfiuu n1:!i1r1r:itnl iairuriorfiu rarirEirrudud.ifi
v ! -^ , v J .

na !1tJu[ufuf,i [v 51uullulltn'lta1uvto.inu :s?a1 no 141014u']u.i1ulontu fl:0!uu6' u114u.iao

- )o - . -- I
:1J:O.iArA.i1U[tA3d',r[U1aqfU1vr01{0{ LOUtJ14?1,4U114U2 U{1Uv:A{ n:sv]',ln 1: ttvlUt A {vU1U{'IUUU

a ^do ' 1 4s
L1.lUr.i:!:A.:a{U',rlr UasalUntal1fin'uulunlnuugr:1Joff,i?udYlIttn']:n5?aaoul0rvla0l.i0.inal')

n# 4 /w 6t i$trf $scyx -=d tlnJ 'r-rdl,Oy" .6lW d"-' +'-,
lr12101mfton 0!: lr,tlu ururidfi! !i'rfiv:, lJ,lll*rlmi u!!nr2l i filintnq! nrirln{ u.a.r[tr to{dfir: r a.rlnun.l dghi

a'ir!dml'r:ruavrSaan0ra-nurutro rctorridpi ?-!d 19 utrluu 2565



4

4.r4 n:ni{6udorauodfi:r udo (rJ:, n ou nr:iary fior!ro nalr ra crurFruorl
(Slr/Es) torriru-nlrua'luailiarufioturnnar,:uasuurnda:l (aar.) lri6udr uurlu fiivrv uu'uu

#rJ:vnounr:iaryfi oturonarluayturneiou (SlvlEs) Io,udurru, utrrauo:r nr

4.t5 vr nfrduriolauodlrflulirl:vno lnr: SMEs rffuorlnlaln.jr:rnrn'rantolriduri - - -i'---i-
, .iJt,-y --t-.'[orauo:rudufilrilfiufouav 1o 'tfr,trjru.rrurarigo''o6oon,i'r,rornair.J:vnounr: strles oYlneim Iou.o'o

riu'rairolu fr6udouauodtrflu(rJ:vnounr: S[,1Es 6'!raua:1n1arn'ir:rnrsiraoro,rfr6u{orauo:reroaubint
_^ J

mu:ouau 10 ylQyr:un lytldfuEult tnu 3 :'1u
i-t,,,3

ou{ n1:fl 0156u'ti.ta01 r.iou[1[onaltuiyn?o:1n1{01 Lrfr 01ttu101n[0fl a1i
. oi

zir rurlu{uyrvrfi uu{rj:vnounr:iaryfi oruronarluracrurodou (SMEs) ryirriu

4.L6 vrnfr6uriorauo6lfildrirJ:vnor:nr: Surs urirflurlnnaorrro.rdfioa'run1fitru
..+-:qA a- l! ! , ,t eJ e 4 c, Jvt0un!nnavlnon{ruol'r!nflu ''lcrLyurduo:1o1d.in11:1a1si1An!0.ir.llrut0rauod,i[IJuqaaadtitnl,

) "-
fildfioflrgtr6lvraraEafifiunnafio-ofrl6unrun4vrratoroirlrJ:sryrolrjrfiuioaas 3 drfnlatrinr:

! ea s ) c, a- - )", .e, :
u1un55 uo:os{00TflfluulJ0tdu0{.i[lJu!nnafi::1..ln1yt00616ut1oLy]u145ot0iunnarnqd{{u

q1:Jnay'rutyruo{n412

5. [{AU[rOU1

5.1 Eirl'udouauod'orlauo:''rnr:vuruavor.Jn:nivr'fi:ruac16eroo€ua-nufuvuanrv

n:1unr: Inuovfior:rurornlnfueitlFr'r yrnrauo:r nrtrjnluyln:1un1:dlflnram6nr:urcJnYsruni
- - jvA . z

0JnudllItJUutaLauaSluuu
eA v 1 a -a 'a )5.2 ArUU?0 tAua a 0{A{ LLnflrlla 0n to na'1i14:014U{ donri0 ?i[]'ao.i tlrLliuilj Lrul] [au

n
, aiJ -':ruasrduflfl6ua li6toroln:oifrEurauo:rarlfin:ud':urfiulyrofraEuvn::unr:ovfiot:rurtd'Inu1#

uu [u']uuu.t]aLaua:1n't
ea'5.3 l.tulJfl 0 Ldu0 n 0{nflyl1t'rua s t0 utltJo Lu:uulytuuiyT'] 1,:n a!! 0|T1{ [vInun ltav

4 J eAe
sluauLouoou.t to.rzu uuto rauoriu:reavrduouo.rvrr.::rrnr:'irn:rnrurioriryun ytorrnncir,rhJorn

a 'J, o "J ct0n1 uo0u'r{[:u1.: tta3 Ly:slj1']Lurtflasu'tlrot,l:'ruavLououaq{ou?id?uLollo{r0na1:9l11lL.i0u ttn15

tauo51nl fl{n vn5::Jn15a'r!r1:nflixnaodti

5.4 {,duriorauodorrauo:luas16uoro,iorJn:niusiavo!n:aJ Ioer6'o.r:vrldrio ruur!u
.J e I A " -ca- d

t0{unav0u n:fuvrtau0 L14Fr:lJ61'tu unstFlla0 nn0.ivn [n50.i141..1']u ri1flu L141tornu ulnL ri1rn50ifiu'ru
r, "v. - dd^ J4 t)

111Lt4LUOl0yU{Vl:1UiOr]i,J',',} iO fi1ufltAt',l0n',r:LrrErntn:JuflS ayStaonqun:fuyr!:1nfl turana'1i.i,u1J !o
a^e; c t J
rLovrrl,tulT!n aruotfl nEodLrasLulfJ::'-ut1]novl1e51?,frlrvrao

rJa-s.s '!un:nifififl[Uuruto?ioa.idulo1 1unr:rJfr1"6nr:r:ruav[dunF]6ua-nu6usrfllr1vllo{y{'ao

uauronari :ufl'ro:rnrdreri6nr:vrr.r6r5nvr:oin;i In:.:n1:o'odaiuuufludrJfru-finr:inurnrlrJ!aonriu

tniorirunauvl^rrnoi (Security Operation Center using SOAR Ptatform) o'ruru I In:lnr:
mi Uisnlfidllinrar'r6nlrurunl-6uuni lvldrrinratrGn'r:u1uniE uorirflufif,oa'a lquririfioduto.i

*-- a, )
fi 1UnLat16n1:UlUntEXrUO: LUnO[!Uvr4O

rav rh'm-snr)d a---:l ST(!..I --zaJoz" 16.l o; d". +" i#
uTllalh1ilon a!! !u!u rrdlirru lil]ohnu !rudufi ni !.lr!n'ru?:'rri !r{nrnq! fiffinf t.a nr"tt tarlltlm u a.rlnan: t{qhri tT unrolrul 55ol

riirudor'r:laacrduon n"nuol c tofl rcto.nido iurr 19 uJr1ull 2565



5

av5.6 rfroaituvnr:d:cn.ln:rnrriauio'nr:ur.rdudny:ofindloiailuou,rrulr.i'ri'u

;i1 n Larrdnl:ulunio!uni uasriruhrarrinr:urtr niorLum5ld'rir rfiunr:o:.:o:-u.rruouTn:rnr:
4 )a ' i .), o U ja 

" J-ruuvt[5ulJi0uual lrglv1nn:?ovtu lunluvci{11:uu1Jv50ountfifra{r]o un:-tifrnr:lirrrufrfrovraro
4 ! 'cr '1 do14:0t![uuLlJFt1Ll:lUAUt0UfiF] ani9fuv[011'tslJ0{ aorfi1l4u9rLi zutuvnt:l:vnro:1n1ou60.ioin141

^ & . t:[[asflr]fl{:e!u :0q!n: 90 Lyr] Luei1unrarl6nl:ulEJnigtunStou'Lridorirl{rjru1cr1 ri'lau

6. 160',t[UUfr1:
. Js -<not0!Flu?[u5sn']otln''tvt't{otanyt:0 fl d

7. :5uc[,la10i1rfiun,]:

(tuvnr: :vnror1n1oe6'o.r?i.! o!.i 1uyi.rl4ilnn1ut "t 240 iu u-u n-o or niudaluru
tudfu[u1 to eJm0.t[r0{n']yuo!1a16n ou{1u h4ailun[4fl16n1:u1uni5 un5y:rlr!uarud"nun]ohu:

ai'loadrotirrrios 5 iuvt'rnr: rioufi.:ritauoiuai{llou{1ulro.i[dau{?o.r.']u

8. r.rriulunrro'nur

xriu.rrrj:vrLrorfi'Hdrui!n1:!:untotlerlun:ifi :r:+{Jurturi'ldu qz,ozo, t00.00 ulyt
.J- e - )u(?Suaolriruuioryfi uunyliuuf, {f ouulytd2u)

9. nlid{uouuavnltdlisfiu

dtinrarrBnr:uranigrLuorinnarovrir:yr-l-ulouu .inr:dr:srflu + .lrn d'.rd
I . lo.ixofr 1 Souas 5 tolriruruliunuary ryr rfia{rrud{rr orJfluflrr]nrnituxn do 9.1

:1rJvf.ii1u{'r!n1:finur irn:rvli oonuuu turiun1:6ndt ttaey]naoutuuu luavo n:niorlln:lnr:
- -)fl1uIu 60 iu riujoorniufralurulua'rgrgr uavnrusnt:ufl'tisl:roiur{aqldn:.:o:"lvYaeliGeuioa#r

{2nfi 2 iouau 40 ro.ili'ru2urtun1!d-nl6u1 rrioritrudlrLou:uu!udsa ni0i
n1 nlor.ruxfl{o t-Z tri'udrraSonralu:vovraar ,rO ;, t ;'r..,.tr'.,r.rfri**.'r
I a s n v ni: n1 rsl:ro :-!fia016fl :r o Yu vr-aot{rt uu io er tt6r

i, o i v , ^ g
.r'tfrvl 3 :ouav 45 10ilr1u?u['iuql dQq1 t! 0 411U ?i.rr.io! {'t1.l6od'.r ttas 11oaou

teuulLau0ufl:6un1 n']n u?nto 1-l n:ufl?ua !5fu tuua?ta5an1u Lu:sus t1a.t 180,:11 1j1t6too1n

-A a q
11]va,iu'lr.r Luf,6uzu'] ttaun uni: n1:01:']nrufldo LoFE?n:ufldfttxLSulJt0uua'l

{?nd 4 io ua v to tor drurul.r'unrufl4rgr rl'o {tr arir rfi unr:uavdlLrou,i'tu

flrunrnzuuln{o 8-10 n:ud?ua!!:ai iravdrrorrruln:rnr:#uale lviudrsain-nr uluisrr s L2'6i'r

240'r-u ii!6ino,niuda.rurlluf,rgrgl uaun6uvn:: flr:or:?aiufiaqlria:':oiurf,aqtir6aufaaud'r

d-J t^*, i .?t /1Al "LrJ rqff6 Ear{i Em.J r..zlfOv"1f,tSt-r
uTnoln lon Elt !!rnu !J1s fimv lird1l1.s vuftr Uw,llntrhi ult)dfllnq! flrflrlmi un.nhtr torlhtr: l11tlniqt{{ 6do! urnlqm ie

iirro'o'r:ruac16Eqn a"nuusro'n1:gorvr-6q 2-1ivi 19 uJUlEru 2565



6-

t0. nT :iuri:sfiuuaceioslutuufftr

to.t {t ruolo r irrJ:v n-uciouuslr uritr y5o uJSuuuLyuqU n:d rflu:vuc rr arild:s,Yu
,v i az < dJ { -3L UAUflll 3 U UULrOlUflnfUUnsi nl:nSln5uYlAfiLflgri',tolutAioa W6uyr{y1J0t Loull[{ou[1]fl{U

tA-
10.1.1 qln:fuyrdo lLuLns{n151']:9t !n11:0{ 1450 L.[,.i1utr t0 zur1uosgtowi'tm:1mi'tv14

e - Jr
v:o?unau!fuv1n1u !u 5 txtu.i va{01fl L0:uu0{n'rnalunrall0n1iu1un:5 usE LFlu [n{nciuulu.i

e v )v
u{rrarirfi{qua:vuui,o{d1#nrafl'rBnlrurunYnlruniflldy:n'uri yiourlooyil'ru6#ny:ofind (E-MaiL)

10.1.2 nlirrdtrorJn:nidoqlu:vuvrxal :cflua6un1r,r {tradaruritrtriuldrraSo
ruaul{{luldn ua"'!olnldiuud'.rolndlfnrarlBnlrulunYgruni n1ulu 24 trrrLrr (nr:u{tuayiuu{l
'!ri6ororn:vruooryuluA 

ril nyriofind (E-Mait) tor{qua:v!uflo.irt'rfinra?16nr:uruniruunirfludr6'19
oea u ) .l cB

ttav tuufrlufluas[?a1fl5vu t'] Lu0014I'tu0tafly:0unff10,it{4,:[lJu2uuayt?a1Lun1:51J[Ln{) Lou ! rio

rirldrlr erlo 1 ,i.rd, 1u6'no*enriu3nl: 6u dnruvrrn-nh.i1on-site serviae)

10.1.3 v1no n:oirfio nr:rir:olriaur:n urilttriu#araionrcrlu zq rrrlilr fimu

oioro-or,rrqrJn:aifirirl#:vuurirsrul6' {spare Part) lrlrit{mu d.rdo.:fiqruarl-Grfier!ryirv6o6n'jr

1u:vy'ir.lnr:dsrioiloilnini

10.1.4 lun:fidfrrruhiar:rr:au6'tttfr1u:vErslrarfiriruuo ri6'oarur:o1v{unaadu
;- gNv< i- i. J "-.tl1UnLt!qv1 tflotu!o !n unl tto'lErvttnntu LunlTL[n ttutuyluu [l4i,]fl"ru[uuH:ui]010!Ft't Lgo1u

!, ,- ta - ayr{l,r oLLm[ u.ifl r9ru? uas! fr0rlua2uyu,i tua6uzu']u

t0.2 ritrud'oro'olrin'r,ilrvrirvrthirirlinuruavnouflruraruricirfin uarr6n'nu'runio ufli

vln{uflaon 24 dxLJ.r

11. ?tU?U{1UBI:UflOgAUlfl5{n',]?

oudlvaluladar:aury6uavnl:doarr drrinuarrBnr:urE nioluni

12. vdnmnieinlrfior:urdorf, onzrioraua

tz.t l{rnrud:rnr

tz.z vmilduilatauod{rfl urirl:snounli SI\/Es rauo:rnrarn'ir:rnrsiranrorcidu?iolauo
J Jqr- - ! -.5lu6ufihiLnuioaav 1o 1#ililxulruto.:igo-or6ot"odrrorn{rJ:vflo!nr: SMEs o-rneirr

In u{orGu'rGiro-uridudo rauod.rrflu#rJ:vfloufl1: sMEs d'traua:rnra.rn'ir:rnrsrsraoralfr6udorauo
) c'- s J a

:ru6vkiriuSoEras t0 fr ocriErn:.r11irflrururhirfi u e :ru

rto'nvi:raacldunnfldnr*rurrq r;ta.:?iaq r-lrd t9 $u1u1r 2565

n7J +l rirors mnot a--\r {NDJ -..a&for,, .flw d- +" ,d
fis Ofl! ril dru !]]uft)fiJ{ Urrnlr]?{ri u!{nrnqn iitnJ l a.r,hnir un!i'ih: u a.rlsem clljn{ lrruarqn.rr{ 6douut161nton alt olnu

t:?



-1-

nlnr{u,ln
- 4 - .,a.,a
0q{aTsuufl ugufl unnl::nuln2luuaoonu[n:ot1ga0ilil?lf, 05

(Security Operation Center using SOAR Pl.atform) qiruru 1 In:rnr:

1. :cuuu3fi1rnr:dn nr:fir, uass au dua { giofiuq nn1il uuu dnluri6 (SoAR - Security

Orchestration, Automation and Response) qiruau 1 :suu

1.1 rflu tcuur'o on uruurrdoo-n nr: t6ol Security Orchestration, Automation and

Response (SOAR) loflraurv uasfi:yut Threat Intettigence Management (Tllv1)

a U n'r s1u : v uu rd a': n'u ur u vr f o ul{l r un r alu : v u u o-l n ri r r yi o rir I au o Threat

tnLtLigun." PLatform rfiilrfiil Inu:vu!firjruauoovfio.lrilu CommerciaI product

uavfi drrinrulurJiv ryrfi'lyu rdo1fifi rJ:vty6nrnlunr:lirlruq.rqn

7.2 fi Threat Intetligence Feed [tu! Commercial Product [ayfiri1fnlruluil:sruntvru

rvr'o}ifirJ:vfrvr6nrnlunrairlru6rqo Ioer?{1u1:nufrel{ campaisn toln-unnnrur'rr:rovru

rritoarur :nuiur:o-o nr:riaqnnrul6'o ej rrfi rJ:vdvr6nryr

1..3 rf,u Software fioonuuurr ufiorjr ulu nr:uE r:a'qnr: riryir Security operation

Team Iouronrs 1oufi rndododdrulunlldl Acceterate Response

Io u : o{iu n r :lir mu i'u rYu :su u ri r r 1 o-r ftd'rfl u o ej r lrio u

1.3.1, Security lnformation and Event [4anagement (SIEM)

1.3.2 Endpoint Detection and Response (EDR)

1.3.3 Extended Detection and Response (XDR)

1.3.4 Threats lntettigence Ctl)

1.3.5 Matware Anatysis

1.3.6 Data Loss Prevention (DLP)

1.3.7 Email

1.3.8 TicketingSystems

1.3.9 Users and Entity Behavior Analytic

7.4 figr.lulunr:uirar:o"on1l Standardize Process
- r.i

uav6omrrnaonr:ajfi rfi of,u (incident) r?uldfildluirnrlvr,i (Anatyst Metrics)

t'tiu Task-based workflows, Visual ptaybook editor

uav SLA and metric tracking rfluoejr.rriaa

1.5 fi:vuuti:u1vifi!{qlua:vuroir.:1 ff1u1501i1{luix riukia-nrcrus Virtual war Room

d u. r'r, o d o o r rdo n r r r, r fi r rio 4 a u d u r riu tncident, Log n r : li r r r ut o l
workFlow/Ptaybook oirrl uiodrrauo:vuudul udrlfil rfio:or:-rnrrudolnr:
o-rnaim lou:suudriruauorfillfirovqio.iar r:o16o!Ier'riio anr:aururdrd eJarior

!
nu rnctdent uu.'l o1fl:suu soAR hju-{ruuu collaborate una l"urn lirflufi

4,' /W"q rtsrr $hqd eFrri.l"t '-r-ao) 3ay' .6^sv d-."J +t
ua.rltum drfqnriu's 6fi1 rtlldru,)ll rtrafu{rJi :rnrfihti vru{n:nqr nrirtmillallo, nlfion 3!r nl]lnu

dirrto-avr'r:raacu6unazua-nuuvrantctortido ivd 19 un lur 2565



2-

1..t1..3

1.tt.4

alr.rToair{ Work PLan yia Work FLow r,lto Ptaybook uavalr]r:orir Sub playbook 16'

-!lFruun?1 41 1:6to8'l{uouo,tu

1.6.1 41 15fl Enrichment {ouaitlriu {oXadkiorn Threat IntetLigence

Management uto Threat lnteltigence Ptatform ld
1.6.2 fl1u1:fl Enrichment do4adrun-u:;uutlun'tuuon rtju Active Directory

a1li1inli1 Case lrrla na gement lfi ouBur:o-onrl tncident oirl 1 drfi odu

tdu riryun:yucr?arlunr:nou6uo.lrio lncident type rJ:vunvroirll

uaolzuanr:drlruRryr:uludnuruv SLA Dashboard lpi
4'J-i-

t4f0u'ttaua:uuu0u6l tllr]tor]tY{0:o.ii!n1tyl't{1uanu s9i.ina1')

fi n'lruaur:nlunrtlBu1:n'on'nnvnmuYufi orou.lru (Shift Management)

to{rifluaisu!Fl'r'rurJaonriu uavartr:ndr tncident lfr'nlu{qua:yrun:u aoofiu

fl1 n?'rliufioso!{lu ianl:v{1u (Load)td'rfluoeitfiau

aur:olirmui'utiu:yuuYnulnxrt aoon"urn6odlu (Appticaflon FirewatD fifioq]rfiu

rorziru-nrarr6nr:uraniEluni tdlua-fl uius work Ftow/ptaybook uuun{ouldlru
- " -"i d , e -r14t0yt1n1:Tlfiru'rtl'[x]tn Lyn:!0?u Lftu:Jn11ua1:J1t00EJ't,iuauo{u

1.9.1 61 'r:fl Commit nr:ui'tt Configuration uuarJn:nit6'

1.9.2 a'ltJ1:nn'.iFi'r, airr uasau Custom URL Category ki
1.9.3 arln:no'{d1to{ URL Category ld

1.9.4 a1!J"r:04i1,i, uritl, drEr uavau PoLicy Rute ld'

1.9.5 arrLr:adlrir, airr, o'urnu &ay a! EDL (External Dynamic List) 16'

1.9.6 arul:aliln1:duuT (Query) Log orn Traffic, Threat, URL Log tri

1.9.7 al l:ndlnlidlqrrrjlyao uac6o#l Content Update }i
_i

:a.r:nnr:lir.nuilrnju Product 6u"l (lntegmte) airuvnl RESI APl, SSH ldLtJuotjrliou

fi:vtu L4achine Learning rdocirulru Security Operation Center loufinrualxrlt0

0u1.ru0uo,iu
J"

:vulltLusulLa0nq0aln:yttfil]'rv?l:Jd'114:lJ JrJotolJLUu owner 0ua

rultqnr:nidrfi odu (lncident Owner Recommendations)

:uu!uuvdruac u0qunarn:1ufi ur1udfi na'ua1r.i1:nilri?uufflrfl 6uu1

(Security Expert Suggestions)
,]:suuLyn'tuuuul Command ?1t14:J')3a Lun1:Lt{1uI nuyl1.i!aaln:

(Commonty Used Security Commands)

:vuuuaor lviuiunrilrxiltl4qnlrnjdduxdoln-u Msualizing ReLated lncidents)

1.6

1.7

1.8

7.9

1.10

1.1 1

1.1 1.1

1.11.2

NJ,H tSnrf esnrrt /---=l\ qr'il 'Y-"DlOy" ,,.f,U.s.r d"-'{! {l q
lJrJdm! ril1dllJ1ll r:r!ft,lrri {:unnnfii uu6'mnqn irirtd l.a.oirtr ttn$1frr u.s.rlaon: rtrlinrju1llolnliron 0!r lnrnu

riitro'nv'r:ruacr6gonrua-nnnrtroyitcta{lia{n iud 19 uulu! 2565



1..12 aM:nuiulirrlJu GUI o-onr:riru Web Browser
dJ,

uavfi Apptication rfio tir stu n r:uiu r: o-n n r: r.jr u MobiLe

IorcJ6'olar r:ouaor.l Personal Dash board

ruav Task List fl o.i#oLra:s!unfl urjaooriatdrfluodrlrioel

1.13 fif,t?vd (Licenses) lunr:tdmudarillin:oiiu{ld{ru:vrYl Security AnaLyst kitri

rioun'ir q fr1{lru uavarlr:n:orfunr:afrr workflow ki"tririo u n.ir s,ooo

workfl ows Io alilfi rirl{drEr rfi il rfi illueiautor6ttyf nr:ldrru

L.74 fi elaybook tvtarketptace darrLr:orir ptaybook lrari1 lrfio6'{{lrulfrodrloiordor
.) v

r,r5ofi PLaybook fr riourjrurldmu
J - ovyioniorulfr1rfiilfin:lmrrliiruru lildoan'jr 600 ptaybook

7.7s {du{orauo6'orlfriunr:urirsr'rhi'r{Jusr-rriluliluilluornlixfio u6ofiruyrudruilra

1uil:vryrnlyrEr

z :;winvramurJnoqfiauumiodlunorm'xlflaiur.lt.t Virtual AppUance FireraiaLl, druru 10 qo

2.L r{luqrJn:nlraiooovloiurivirtuaLApptiance Firewatt
A v 3 ! " -)frairrf,urfiorirrarirfrn:rooluuasnrr:n Apptication, User uay Content louraury

(Apptication FirewaLL) uasl{In:.iai1.rafl 'rfl oun:iluuu Single Pass Software

2.2 :o.lilnr:1{rrulu Hypervisor ESXi version 6.0 rrac t(,/lvl Ubuntu, CentOS/RedHat

lfluoeirrrioEr

2.3 :oriu Network tnterface lririoern'ir 9 noior uavfi tnterface airvriuuiyr:donr:

Ioutoflrc (Out of Band Management) lririoern'jr t uoin

2.4 fi FirewatL Throughput ra6o Next Generdtion Firewatl Throughput

liliounir 3.5 Gbps rir4i! SR-toV

2.5 u' Threat Prevention Throughput lilrioon'j'l 1.5 Gbps drraiu SR-IOV

2.6 fiq'rururqa.i,'u {.iqo (Max Sessions) hidoundr 600,000 sessions

rav:oniunrrail{rsadulvxr'ldtridoun'j'r 15,ooo sessions rioiurfidlyiu SR-lov

2.7

1A

2.9

f,M:ofifleYflltgilLtuu Transparent lnline, Non-lnline Monitoring Cfap), L2 rrav t-: ld

f,1r.r:fl'r1iN VLAN n1r]r]rl:E'ru 802.1Q VUN tags lpihiriosn'j1 4094 VLANS rioqrJn:ai

a rur:nr4r nr:n:r{ao!yl:11'lflnd rd1:fi'a SSL fr':unr:dr SSL Decryption (vrs.ouu!

Inbound Lr6v outbound) [acnr:noq:r'a ssr hiqrJn:nlodulu:rur niarm'rudr:raa

(Re-Encryption) rioud.r Traffic ooflalnivuLr (SSL Decryption Broker) ld
, tJ tr -raioriT rauoorJn:aia'u1 rfi urfi :Lcrruriruruqrln:niinulnx1:J!aaoJr-ulJu[n5od1u

norJfi xrnoiuul Virtuat Apptiance ToroqrJn:aiddrrauo6'orfi Throughput lrjdaan'jr

'Next Generation FirewaL[ Throughput

v ry /w4 rhe.rr q|$nd a- Afhrl =G;doy' r6^su d-.J {*
nutr u.a.rfnun: tl1{nri uunrap.d da'olu?)lo1nfion 3!: nnrln ulu rid|u ltudru,rll tnudu,l)li ftn1ulhd !11o{ninq! rirlnli

rt?!nowl:luauLouonoran8fl.tttolt't!10{llafi iurr 19 urulutr 2565



A

2.10 aMind1{'rui't rir:suu n r:fiaod6'rsru (Authentication Systems) ld'uri ective

Directory, LDAP r[as Rad ius kir{lu o ejruiotr rfi orirnr:fi oorufl {
2.t1. f,rtr:nn':unldrvrnrtorlvlaifioqrgrnl# DownLoad ttay Uptoad dry:-uuqiav

!, e w "]cApplication L6:rrir4lartr:nrlalriunr::-rluaro.i{o a (Data Fittering) oonnln

:u1J!rn6od'ru rtiu ytrturatu-gr:rn:60 uav61u1:fl af1{r wun.t:fl :xoaauldnl

nx1u6',o{n1t

2.72 a1r.r1:nflo.! flun-u nnn'r UtyLny VuLnerabil.ity, Virus uay Spyware tdlnuarur:n
o-vrtovt Signature lrariurro'mlurlfi ffivat lto Yuttgi.l Signature d'rnaimrfiuu6ild

2.13 fi:vuuq:ro6'u Advanced trilatware r[u! Ctoud-BaseO dl{rvrniula6urlu Cl.oud

Sandbox uldotd:vr1 Matware tl:vtnyluri (Zero-day Matware) dllrifitu Signature

urriou Tquar r:nudol:rua9[6uo nr:lit.lruto.l Malware lugrJulu Report ttay

d1,rlinaili Signature tdot{'tolrYu:sutrniodrul6ToadoTuu:fr

2.r4 fl'rr.r'nafl:? nduuayt or rYunr:uir 6{ Maticious Domain nruluordn:16' intrdolfi
nrrlrarrlr:noeiroioer oid
2.74.7 fi:suu Machine Learninglunr:n:torarrynfina-anoifiu Domain

Generation Algorithms (DGA) lvrroi rn :r vrinr o n r :ai fl o I rYu Malicious

Domain filrirnanrurrioulpi

2.74.2 dllr'nrromno"u[asdo.tn'u DNS Tunneling uav Ultra-Slow DNS Tunneting
)/

ufr arl o r nn n r :tlrL trdo 4 
atuo r r{n : i.iruda {y rl D N S

2.14.3 aMlnfltlnoilJ$asrlornluilru DNS Services rliu Fast Ftux Domains, DNS

Rebi ndin g ettack ld'rfl uo dr'rriou

2.74.4 dr.lruuuu ReaI Time uaylilu'rioo'r n-o:olYtrJBlreu Ma[icious Domain
.tr Jo
vl r1r rJ ir u Lu o u 1 n sr 1o u fl : a o d'u il ruyr'r.i DNS ua y do 1lil ai I nr a n : v y u rYu

Performa nce torri'rqrJn:ai

2.1 5 atLr:o iu Sys Log or n:vuudfi o 916' rdolftunr:6uu'ufi'rfl u fl o.i user fild{lu
" -&Tou:o.rYrvt'r User Log-in uav User Log-out raiadrtauo:vtutfiutfil

Ioufi fi tf, vrBn:ounarnr:1{ruro.rd'[dtru

2. 1 6 aur:aai.l sy.to g hJ a-r:vlur'rrru nldlrufi n'r:r{r:y-arur.lu SSL ld
rdon':ru aoon-uro.i:suu

2.17 a11rr:n ui€,noa:!{ol,'at,o.r DatarugrJurrutorn:rv,lilnlduava1rLl:0lili1ui1ud'r.i.l
-:Loou't.iuoEto.iu

2.77.7 f op Application, Apptication Category

2.77.2 Top Source, User, Destination

2.17.3 User activity report

z.ta 6ur:alir:ra.:rurru6.r ilrusir:rumunuarrudarnr: lu;rJruuu eor birfluoeirrriau
. !!,y{touvr{0r{t?a1a{:'ru{1ui.r'luvl1.! Emai( uuuom Luusr !fl

/YJT,H rihsrrspnit ftttxl '-o4A{O!,r \f^.$J +- +! li, .v
ttturqit tiu1! ri!1u li!fim! lJlof,ofiri remu?Ld ulufiinq! nrirlni l a nhir ttrflrfi: u.a.rfaunr c{r{ni trJ-mogd ddonu1n01n on al' $[no

al?!dnr'r:ruavr6ernrlrua'nuucrarrcro{{aq rllJd 19 urelur 2565
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2.19 41il1:no'n tfi r:uiufi ndoqlalo rlril Sys to g, Netfl ow uay SNNIIP

-4,jLUU{5vl.J',lJ00n'r:In50t1uyl:0.11!nguauu0lfl{na1? to

2.20 arur:ouir,lr:o-onr:orJn:oir.iru:vtuuiyr:donr:nr r Uaoofiu!uunEodr u
rdc ,- d rl

aol.]v'l?tm0:uLiu:lrJfluu ytlr0g[ftlllJo.ia1untatlIn1:ulunl6uuol: 1110 a']lJ't:ft u i?t15

o'nnr:nrurJaoorYutunryr:uld'odrtfi r-l:vfi vrGnru

- ^!) "ro{iun1r6nfi'{rfiodr High Avaitability ulJ1J Active-Active urav Active-Passive ld
aamnlrudfirjtauaovdologlu Leader Quadrant rJo.t Gartner lvlagic Quadrant

dru Enterprise Network Firewalts r.J:cdrfl ZOZO

.4 y e qeu 
' &qua, u

ituutio tauofia.i totu nliunin.i Ll4tuur]? uytu0'tfiu1uolfl tJam :0Fl1uylu01yu1u

1rr.Jrr,ro1ru

2.21

2.22

2.23

3. :suuintnnxlurJaonrYsuurniotjrsnoufiarno{uuunou[?tuluaf druru ro gn

3.1 tflu:vru Container FirewaLL doonuuuulrfiofl:?oaautiavflolrYufiErnnnru

:u6'u Layer z turoEo{rutol Kubernetes Inuraury

3.2 fi Firewal.L Throughput :vn-u Application lilrioun'jr 400 Mbps

3.3 fi Threat Prevention Throughput tilrioan'jr zoo trlbps

3.4 a't '116r?il.iluriu Docker uac CRIO Container Runtime lsilfluodrtdou

3.5 a1u'r :orl o { n-uriu q n nrufi f6'n (Known Threat) ua riYuq nn rufi lri f {nlr dou

(Unknown Threat) virdrur'[utaia'u'rator Kubernetes ttiu File-Based Threat,

rlorriunr:Ioufi:vluilrurio{r.r'joit1 (Eplort), Mat.mre uav Sppuare loirfl uodNrioEJ
ri3.6 a1 .r:nnllnun1:riorriotor Container nlu'lurntodlutot Kubernetes t u-r Web

Site nrauondru URL FiLtering 16'

3.7 d'rs.r'li0{oinr-un1:rdolsiolilu-r Domain Name Services (DNS)

ia i ,

fr fr nrruldu.rrianr:10u6 (ot'ts Security) ki
3.8 al:liffJifir:n"om:e.iru:vtrwim:o'nnr:a?rrnJaoqJiurJuun6od,unorfilmoirLlJlJizlr{ud

a- ,- d J
frl-oriu6lt ordrrin La{18n1:u1un:huuori Lfrodr!'r:nuirar:o"o nrtnltr aoon-u

lunrn:a,lda eirrfi rJ:stvrBnrvi

3.g 6'uJ1:ner:zaaou Log rirrl firfioduta.r:sru ru:suulivr:i-on1la?'ltJ aanR-u

uurniorirErnoufiaunoiuur::uaueififiaei16:r'uordru-nratrBnr:urEinit unitei
e) e ' &o.a. -3.10 fluuflo Lauano{ Lo5ufl1:trst,rsr{ tl4LUu9r't Ltvru0'tvu'ruo'rnar an u:001'l uvlu01fiu1u

lrrJr"rralru

a'nuorsronrvtordan irld 19 uruluu 2565
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4. :vuufnuln?1 aaon-urA.lqn6i1i4iu Private ctoud sirulu 1 :yuu

4.1 rflu:srufl orfiuuayo:aoaorn':rrLr.J6oon-aro.ttn6ornorfi.lrsroi (t-{ost),

nouryruruoi (Container) dfl o.rrYuuasn:roao! Ctoud Workload

Ioutanrv (CLoud WorkLoad Protection Ptatform)

Inufr'ol:or:-unr:liruu16'vr"l CLoud rmy on-Premise

r'r:rr.,udrirrauoovdoru{lu CommerciaI Product

uavfi dtinrulurhvry6lyru rfi o}ifi rJ:cir6nrnlunr:rir.lruaran

" _t
Lou:JatAuEnSouna1.]0u'1.!Lt0u 9r.tu

4.L.t,udaoorrfir,rai (Host) u6orniolnoufirrmoirafi ou (VirtuaL Machine)

lil#oern'ir 10 rndo{

4.1.2 rnCo.:norLfirrooinior:zrunouryruruai hiiloun'ir to rnCol

4.t.3 fi:yr-n nJoviunr:I01fi weU apgiztfn uav Afl (APt Protecrion)hifosrdr q nta.{

4.2 aur:oo:lo6outio{ra'jrorsol'h{u:i (vutnerabiLity)

Inudrrdrurrr:tru CVE (Common VuLnerabil.ity Exptosure)

uavnr:rJilGnuurr:o.ur'rit uo (Comptiance)

Ioruaur:no:roaauldvrsr Host [as Container

Inu'[un:nivr'sr:roaouvrudlfinUnfi arrrr:oyrrosrirrfiunr:oirl1 ldrfluodNioero'rfi

4.2.1 u{r r6ou (Alert) uloviutia'r1r,r'j (vul.nera bitity)
4 q 

'4 c. J
v5o'httlu L nru ln:n1trfrfilr4uo (Compliance)

4.2.2 tJornr:y'rsrutar Container (BlocO dfidorlra'j (Vutnerability) vrtotri

rfluhJorrrlrlror:gruvr{ritauo (CompLiance)

4.3 arr r : n u'rr ruir!.r fl-ti Container Orchestrator oi rr l utiu Openshift , Kubernates,

Pivotal Container Services, Docker Swarm, Amazon ECS ld'rfluoeillfiou

4.4 drr]1ifl?i1.:'lui?rrYu Container Registry rdoor:roaordorlra'jtortovloiuri
(VuLnerabiLity) [[asnri{4t6fl 1il!rq:trufi rirvuo (Comptiance) 16

.i I - -i
Lou L:J9to.t oUnt6ufito:vuuou[1r tgl:.] q.ru

4.4.1 Openshift's integrated Docker registry

4.4.2 Artifactory Docker Registry

4.4.3 IBM Cloud Container Registry

4.4.4 Amazon EC2 Container Registry (ECR)

4.4.5 Azure Container Registry (ACR)

4.4.6 Docker Hub

4.4.7 Google Container Registry

r--S 4r*J 'r-Ds4 /l:lt .t ,,) rtpir- o{rn(O:,t ,(,,l^stl dr-, {r-" #
u.a.oft{r tt4lffirr r.n.n'nun: oir{n{ rrunrqrd ddorlrUdtrru (i!oh.nr vrstuini rtntnlii uloi'ainqn ffif,rlnfu,il1oTlilon alJr n$nu

ii:!o-or'r:ruac!6annma-nurucrorrciarf'an iud t9 urulu! 2565
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4.5 arrl'r :r'r 0l i't e a ouri o lTra'j (vutnerabiLtty) [a v n 1 : U fr ffi or r rL u r n :gr ud ritru,
(Compliance) 1o.i Container, Host uas Container tmages t6'

4.6 arur:nq:ro6oudollra'j (vutnerabiLity)

uavnr:rjfruTnrurLrn:rruyrtriryuo (CompLiance) ro{ Container tmages

n1n Container Registry trlJurilyuFlivus['1a1 (ScheduLe) td
niu n:roaounralu:vasnardr-rlul yiooi.t':arlunr:o:roaor tdrfl uoeiruioer

q.7 arur:ouao.lnr:fiot'i.uo.r Container uav Serverless firira'lrirmulu:vuudlSyl:o-onr:

Ioaaur:n uaor zuatu g ulu Vis ualize u6o n:rvl louo-fiIuffi

Iouarur:nuao.r ir'ruru Container uaynr:rdousioto{ Container AppIication

:':lfirnr:rdousioto.i Serverless RppLication rir,r 1 ld
4.8 a'ru1:fto:?06ouuaun'tuntJ NetworkTrafflc Out

dT
rfr orl or nr"un r u a o o fi u rnio d r a1vifi '! uri a c Conta i n e r

tt'.tlcoiu Source lP, Destination lP, Port [aslyd! Apptication Layer

t'tiu CSRF Protection v6o XSS Attack Protection "[d

4.9 fi:suufl oln'unrulaaorYunouwrr.rruoiueuvlirlru (Runtime Defense)
)a
fi arur:nriuufirq6n::u (Behaviora L) nr:rtrouto.rnourvruLuoi

Iarul{rilnlulaE Machine Learning :lufiraur:oor:toaou lvlatware ri'r{"1

i,
vlau Jl1u LuaouwluLuot Lo

+. tO arur:nr]orrYunlilor.J6:su! API (APl Protection) ruav OweSR top-to ld'

4.1t arur:olfiorriorYu Threat lntetligence uio lntetligence Stream

rdorfl udoralunr:nrxn0'u MaLware fi orouEl.rsr-rnralu container loi

4.12 fi Jenkin etrg-in rdolirnr:fl:'roaou Vul.nerabitity uas Compliance to'r Container

lun:vurunr: Buitd Container y5o ctZco 16'

4.13 41il1:ailirJU:{ Template oruv'{1i'rruritluo rdoair compliance;rJuudrail1ld

4. 14 fi TempLate lunr:sr:roaar Comptiance fl 1!rL1fl rn1ud'r.i'l otjrsriou6'rfl

4.t4.1 NrST SP800-190

4.14.2 PCVDSS

4.14.3 GDPR

+. 15 aur:ou{r16ouvrqhn::lfrorar#e Ioaarur:nrLaoldo!aoi'r{'l

niu :cmvtto.: Incident, r-l:vmvto.: Workload ,'r'zuan:"vru (Host mv Container),

Host u6o Container dtfiotvq, iuruavr':arfi rfi nn,tq
u !, a u JJ ti

lrfolvir rfiurioXaairo'u uaqnr:ajoirrl fiufren{orfiiuaqnr:nJriul (Forensics)

louuanir.rarfl urir6'uruqnr:ni tdoneruavnrnlun'r:m:?oaounluva'ntd

i':ri'ol'r:raavr6aoqrua-nuor$ovrr"tolriaq r-rd 19 uJtt'lu! 2565t] (> {rn"J \."dJ-$ ry /)4t J,# lfrr{F4ls0iiov' ,6lw d*J+"
r.r.r.1.rllr; au:l4nurt'nrnqn nrilfof u.rrtnan: dlilnri tromryrrl6darlJ]!d&t rfu&llruu1?101n1r+0n 0!! n![!u
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4.t6 fi rog rfioor:toaounr:dr{ru uavnr:nJaruuuilalrirlrr:rfirrloirir.l1 uar{qua:vuuld

4.17 a1ln:n160 rio (lntegrate) nn:cuulByr:nriQ-o nr:lYa uaymouauo.lsioriuo nFtt

rrurdorlurifi (SOAR - Security Orchestration, Automation and Response) dr:.,nm
o s ) ! a J"!utn5{n1: [Y{080{ tgl 0unlfuvluLl4Flfl't5fLli.]oun0i!u container flli1n1:rJ0.in'u Itu
aur:o u{rna-ulru-.i:yuuuifi r:nr :o'o n1:n'u uaymou6uorri afian nnu uwdolul-6
(SOAR - Security Orchestration, Automation and Response) drjT rauoluln:.rnr:

rfiom:ronuErfiorJnfilu Container y6o Host firirnrrflolniu rfiof,il{ tncident uav
d.

ua{ [uu.izunua:vuuty{0yI1n150]l2Qaou tout u turlgi tlluou
.-^ ed e e ieu ,lqua' - o
4.1E 4UUlJ0tffUO0t0.1LO5Un1:U0r.i9r,i [14[UU0llU,yUn1 U',tU0lnl.it]aO :0Ftlu un1uu1u

lur.J:vryr6lys

:cuurf, r:s{ruasrlonnlun-uqnnlillsruaiii'ooiu,

5. 1 rtusal'Io{urifl o{rYunr:Toufi ilrudofl ra'i uoqrrurifa u'r i
f, - u a t )"
frriur:n-onr:n':udaonduuurnSornolfrrsroidryiuo.lrin: filir.lruld'lu Agent ro'ur

Inufi nmuaur:ndrun1ifl o.rrYuliuqnarl lu:vrrTu Endpoint oeirlriou o1d

Exploit Prevention

Matware Prevention

FiLeLess Attacks

Al-based local anatysis

BehavioraI Threat Protection

Ransomware Protection

5.2 Endpoint Sensor a1 1inn:roo1r ruavdrdo{aL?ii4':s!! t'friorirnr:irn:Tvri
oi'rEl:vuu A lunr:sr:':ooiunr:lordutro-fiIul-fi (Automate Attack Detection with Al)
d-

rfiaaur:ouBnr:oio nr:flolrYun"uq nnru lorr'l{rilnlulaA [4achine Learning rEaui

rqnnt: attg{1uLuo.innr tnufi nxT ;ar r:oodrrriougl-rd

User Behavior Analytics (UBA) ilEo User and Entity Behavior AnaLytics (UEB,A)

Endpoint detection and response (EDR)

Root cause analysis of alerts

llmetine anaLysis of aterts

Threat Hunting

Post-incident impact anatysis

Dashboards and reporting

lncident response and recovery

iilrinn'r:raavGaqrnrua-nrolclorrrcrorlian r-ud 19 uruuu 2565

5 o'1uau 1 :cuu

5.1.1

5.7.2

5.7.3

5.t.4

5.1.5

5.1.6

5.2.1

5.2.2

5.2.3

5.2.4

5.2.5

5.2.6

5.2.7

5.2.8

1::d *-ruJ -;)tQ ry /W,LY"t fir'ru oqN\ior,' rf,u.su d-.J +!
u1u{nrnqr n:iiftYi u.a.r,Idr mlJrir: u.a.rlaun: {T finJ ltrnrogl{ 6a'ol u.a-prlnr ou:qrrJ11101n ton Alt !!lnu u1utl6dru liudllne
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5.5

5.4

611]1tnuiu1to-o n1i o 1n plu Eina 1,: (Centratize lr4anagement) rjru Web Browser
- J" -'r-?r.lflu5sulJrr,J'ny1':Ias!o{fludunnnl t{ ru a 5 0 0 05u vfrti1rn [a116n.l l

urunif,iluqifi oeirGrL IourfilSvrdnr:ld.rruhirioon'ir soo fi vrd

ar lloirn:1s1inrn:aun-uqnnuotnrioua Network ltav Endpoint

Ioufin:ruaur:nlun'rifllia{u uavnouauorn-srionnnrrLtpTiun"rnrulu:s!uu6En

nr:tdoroio:vwh.r Agent uav lvhnagement Console slolrfluurLu SSL rdonmuJaooriu

arur:odrulo Password drrairn oo nr:fiomv.r Rgent 01n Management Consote

55

5.6
2u ^slflolo{nuLr]114 User nounlisrosr.i Agent software [o

5.7 Agent software fro.larlr:nflorrYu Exploit $ay trlatware trir4'ufiua'1finoildrr5o
I tt ,y
!0lu L flo{y1n1: update 61utj0ua (5ignature)

5.8 Agent software frorarur:on:roirn:rsd (Local. AnaLysis)

Inul{ry n1u1ad Machine Learning

udorlorriu Malware d'rasrrror lun:eidrflu tulatware dhiunan:?oyilJ:J'rriou

5.9 Agent software frorarrr:oflorrYu Exploit ffis Matware
c a.& r

1un:aif,lriatrr:0fr orioniu A/anagement Consote ki
5.9.1 drrLrrofiodofr! Cloud Sandbox Tfluo'n1uffi rdaor:roaou Malware fifrl

trirnun:toaourLrriouua;iuto4anA'ulr1{1unr:fl arriu Matware 16'
. _i5.9.2 iEn1flunllsrouauo.ision'Eqnnlu (Response) oejrruouri'.r

5.g.2.t uanySoor'nnr:16ouriorn6olnolfirrnoi (tsoLate Endpoint)

5.g.2.2 n?uqiltndo{no:Jfi lrsroir.ilu TerminaL (Live Terminat)

l#orauonr:lir.rnnral Proces uunCalnuLrl'lmoi Clerminate Process)

.l t,t)v
5.9.2.3 Lfrrri1 Hash rio{ Lviafr6o{ni:lo.rriu Lri (Add to Btock List)

5.10 d1rJ1:nri1r'ru{1u Infl :J' Report TempLate uav:oriunr:rJiurrqiil6'

Io u fi nr rua u r : n a ei rl{o u o-.r d

5.10. 1 d1111:nuao.rqiruruuodord6o6"r ngent ld

5.1O.2 altl'Er]uao{g{uuu Iv1IIRE Techniques 14io MIRE Tactics lo{n-uqnnx'ltr

n:?oyiu tad'rLauo:vurdu1rfi rrfi rtitroo-nlir:ratrufi'sneir:16'

s.tt {du{orauooioltriilnr:urirdtt#uflud'ruvuo'rvrjruoln{trefl r,rion''ruvrusiruilru

lurJ:sivralvru

ssuuotxaouuaEanflsdl qn']tnj (SIEM - Security lnformation and Event Managerneno

o"ruau 1to
J ,,6.1 riluorJn:sutioun5oruririru rato Appliance

6.2 fivrjrE.,r.ruir (Alemory) hliou nil 32clr,r5o4ln'ir

6

S'rqJ '-z'Drtilt /fht "w r9r'xomd Cd.-- +! {oy" .rGAsT ,,

r! t.a.rYaem dldnri urunrnp# iriorrJ1u ritru !t!&!r2lJ ursdufii irnlrJi{nJ ur{nlnqn irlfin{tmo1n1ton ar: !!lnu

irro-ovri:raavr6aornrua-nuruvroxrciaiyian iud t9 u,E au zsos
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o.J

6.4

6.5

frvrilra{orfirrio4a (Hard Drive) rfio Sotid State Drive y6odn.jr

ruoiavllilr uinluo'lilrio un'ir t.szra qiruruLiilou n.ir 3 r,rilrei
J,

ildo{fioudo:vlurFrEorira (Network tnterface) utu IO/ICf,,/I@O Bas+T raio6n.ir

drurulririofl n'ir 6 do':

fi Power Supply rruu Redundant u6o Hot Swap druru 2 u eu

1{n-r1v'lrlrn:vuaa Xu zzov nrun' 50H,
ra -- J-1 A , crJ- 9o

xtnoUninldli4'uqrgd{{urrouuurdourr'toon[6tfroAnn-flud rack un:oruuuu 19 fir

UU nrr,:,t, web-Ba sed Tech noto gy i41n',r..r.,r, O;.;*,,; ;";;;;; 
- -

ttiu Google Chrome uav Mozil.La Firefox ld

6.6

h.(

, a C aosss6.8 fi rnSo$iohi{ffilruaur:n iuuoitnr:uao.lararo.ldoualduarnuarag uuu
drlina

llroulc lutuLufl 15?1n513fi Lutt.ilr Fl''r{ 1
<l q a' c J"6.9 n15 Un.r Lfl oUUr 0 [nO tyr]fl 1:fufl 't.l dl 0t'D.J t{ 0u Ltrlfl 1yu9t [a

61 1:nfl1trii.j1uvr1.r emait raEo systog

6. 10 :oriunr:d.rdonluu6'ru6odilo-.:qrJn:nilvr:dufi rnaioud

uavairuriaqyrl LINE AppLication 16'

6.11 oUn:njaonrruulldoiu{oXarymnr:ni (Event)

ruavrl:ro{ud,rfi nrjnG (AnomaLy Detection)
J.

01n0un56utni0t1u rn:0{Fr0uIi'ttolo:uu11u [oy{y{aLF]tu
:

ajrudo.wnrrrnmruodmioerirfi SNIulP-Traps, Syslog, Windo\ 6 Event Log rnv Log ftes

6.12 qilninia1r]1:ni! Event o1n Agent dan#.: ru rndoluririrelgiurrrld'

6.13 arur:niu rvent virfi oduornorln:ainrulula:lnr:
J^

!v,t0fl 'rirldF]{ attaur rn:rvyt6'uruyr-ufi (ReaL+ime)

6.i4 arur:nn-nn:o':rolr'rv Event fi 6',0rnr:lruaolarat6'

6.t5 arur:na:rJeio event firfiodrriuolnduyll'!ro'ulflu ufou:vqriru'lun{rdrfioi6'

6. 1 6 a1r.r 1:0a rn:rclinlrrd'ufiud{o.i Event liluxuodr.rriou z Event du'ltj
!<

[110utu Lfl guLunl:?tn:']vufi 1a'tn4EItas an:JvtlJ

6.17 a1u1:nrilrrufln0rnrur{ (Rute) lunr: Trigger Script rdolriqrln:ain"rrfiun1:0if i"l
J

rdu r{rnr:udrrfrourfioo:xi uG:J1 Event 1nn'i1 nfi

6.t8 aur:n6'nrFrdo4au,,tqnr:nioioiu'rvr' (Events per Seconds) ldl,ririoun'jr 3,000 eps
- - d v , &q.a, - "6.19 r.luuu0Lau0fi0{ Loi!n15ttgr.t9l{ t14tUu0tlrtvlui114u']uo1n9{ am v:09i? ttvu011,1u1u

1r,lrr,rolru

\.zDtolr \6As\/ d--,+t- 3 /?:J4 er{ rierr$r$? -> t'rr{Et
r:rrn'ur-rni n:*rrt{lrri udfnrnq! nrf,ri'nJ u.a.nhm ror!*r{e: u.a.rl'aun: rAfimi urunqrd tdoru'moln lon 0!: nurlo lr1uUoirru rivfiu'ro

aiilro-qri:rsavl6aonzu#nuzuvrorircro.lrian ild 19 ulvru! 2565
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.dqntol0{uut'tun0uy{'ttoat[6lltou o,tuxu l tsuu

7 .1 fiaorflflfln:fl.JLnru Hypertonverged Inu6'olam:ndr CLustering lfrodlniou 64 Nodes

7 .2 :srur'rirrauoovfrolfioeirlriou 3 Nodes Touuday Node finruarLu'fiodNrioud'{d

7 .2.1 fi r.tril urJ:cilrarJayil{anrf, mer n::l uuu x86
da"y nlu1u cpu core oeirlrioer 24 Cores sio t CpU r,r6odn.ir r'ruru 2 CpU
. )-

lirmufrf,rgrgrruurfinrlilrioun'jr z.q GHz

7 .2.2 fira ranatLiirua-n (Memory) turolilriounir zsocg

7 .2.3 fi rarjrun':rus;rdr:o.ldrraYu Godl:cuurJfr rj6 nr: (Boot Disk)

rfi n SATADOIvI raiodn'jruuufi nrrll:ruLiriocrn.jr tzaca
-J7.2.4 fr orJn:njdttiur€oudounriorjrel[uu 10Gb Base-T siruruodr.ldou 4 uofn

uavdrviur.rivr:{on1: (trr'lanagement) rLUlJ lcbE siruruoeirldou t iloin
7 .2.5 fi:vuu:yurunm:Lfou (CooLing Fans) [t!u Redundant Cooling Fans

7.2.6 fiuveirsjrulT{ (Power SuppLy) uuu Hot PLug rato Hot Swap

uiorL Redundant Power Suppty 800Watt Tltanium vtodn'jr

7 .2.1 :olitlnril?i Hard Disk Drive rirurutririoErn'j"t 12 t4ilxrl
-g

t .z.a al l:flnonruusr Rack urutiofifituto:Jlstiolu 19 i')
irufi,r,rrurruqohirfiu 2U Rack

- ! )" - - c a .- .i7.3 frtutonrruo:lrnorfiufirirra:-uo'nrfiu{oHa (Capacity) fiaur:nl{.lruki (Usabte)

ya'snr:rir cluster urd"lturolririoun'ir 12OrB riouri't Deduptication

LLau Compression loufirir rrr (railures to Tolerate) lririoun'jr t
*-!

Lnuuna& Node Un6uar]Un o{u

7.3.1 frra raor"orfiu.fiora Hard Disk Drtve dryil Cache Tier

rfin ssD ,r.rrliri"un'j.r seoGs o'ruruhifioern'ir 2 u ru

7.4

7.3.2 firailrui'orSudaXa Hard Disk Drive dryir Data 't-ier

tio NL-SAS il;o SAS tLtru Enterprise Class turnlrjrioun'jr 8TB doililaer

ir'rur ulil rio a n'ir to railrusio Node

Itonxun:J 5odonr:uw Software-defined Storage

,rorrru nyp"r-Converged vr'fl {u:srYu Hypervisor 16'

a1r.r'rin{1 RAID u;a A,4irror ratanr:n:vorudola6irrur{tun{o.r*ririru
) - aJ-

w'rou0{nun1566u14''lu110{10{anl vlInon?1utauu1u!1{a']uL9l

:o.iiun1:di1{ Storage ro{ vH,l tlifid'nuruvutu Erasure Coding"[oi
X A- a f ,,

aMtn tuutn'EYiuvt0qtnutora tvnutn:0.itL 1'rEr

airuftJ:lsrnoa iSCSt r4io crrs raia rrrrs !i'

7.5

7.6

7.7

7

q''rr.rui ''-"t-t<r.l-- +'" {# ry /11J J".,t n\:.rs or$rl CY+oyr '6Asr/
u1ut'ninq! irfi{n{ u.a.olt ir torllrh: ua.fraun: r.[qii uronrqwl *doruanmh lon 6!r nunu fiujlilr! (i!filrJo lrduhrli rsrrull'f

{'iuo'or'r:ruavr6unrlrua'nuolrrarrvm.:ur'aq iud 19 urErul 2565



7.8 :o.i;un1:afri Fite Share !uls!!a-or6tlriorla[r!!rafi o!
lnuariralulrJ:Innoa wFS tdrfl uoeirq#ocr

7.9 al l:nlirn1t RepLicate dorLa:vra.jr.lurjrcro-orfrudolalurir.r4utido4a

[ru! Asynchronous r,t6a synchronous Iouilrurn6orireululofitd'
__^ -- q J v 4/.10 arar0qa?'Jf,rr?:alu:un1tal1.irn:o{n0 fi?rfl05ra!0u (Hypervisor)

otrusiruru titodes dldlunr :rliy'ta a Inufi n.luarur:oo drlriourft fi

7.10.1 a't 1iaairlrroufi rroto irafi oulpruarur:nriruuo vSlvlp - Virtual

Symmetric Mutti-Processing ld4lqo tZe VirtuaL CpUs

7.10.2 i) Rpt drrairnr:rdolriorYu Third-party Backup Sofrware

7.10.3 arr.tlindr High AvaiLability (HA) loudrnr: Restart noufi?raoirafiould'
d)

]orro-grlurl6 lun:rifi Hardrarare uia Operating System fiflcgrr

7. 1 o. 4 d'tu1r0,yi1n1 :dluFlo fi ': r0r oiuafi ouriruhhr:yy.irl Server 16

Io ahin:vyu nr:rir ruror fr1{rru

7.10.5 al 'r:n1i't.ilurruu Fau[t Tolerance rdol# Rpptication rir.:ruoiardal

lun:dfi Hardware ro.i Server fiflrur1'l

7.10.6 a1:J'r:01i1 Load Balance lounr:n:yorunorifieuroirafioulr-Jrixrur.nr s"rv* du1

rnlubur# ri^nrun [tasarrl]:n1i1mr Shudom Se eriurixnarvrri nr:'lt'ltniou

rnd or.J : v r,t u-o n dw T ub'h1 r

7.10.7 arur:oo"nnr:uirrriinrafiouorndrunarlld'lnulririoltrJdrd Hypervisor

server fiavto:ao.r

7.10.8 aur:nriluuo Bandwidth (QoS) lunr:t{ Network ttav Storage

uunarLfiaroairafiould

7.10.9 a'r:r1r 01i'r n 1: d'r u n o fi?Lnaiuaa'ou{rilhJur:cy'it Server

ua cdru:cuu!3fi r:d?unaril6Touldntsyunr:rirmuto.:{1{rru

7.1o.to :ol:"unr:rirmrobi server f,{'lru:sl.runaufirpoisfiourirlrurflu worker node

to.l Kubernetes CLuster 16TocJflx (Supervisor CLuster)

7.rL fi :vuuuiur:drunareiryiunorLfi rrnoirafi auyiSouf,rSvrf Ioafi qaralrS6'rfi

7.11.1 6'ur 1rn {onl iyYv{ u''}n:dl uiuooufir rsro ilafiou{rndxunar.i ltiu cpU,

Memory, Storage LLau Network IoauiMr:6'onr:uo{olnolfi rrorairrri,tiru

ld'tririoun'ir roo rndasuri,tira

7.1 1.2 a1!'nouByr:o-onr: Hypervisor uio Nodes yrJ.rralouuu Centralized
J

Ivlanagement fi rjruauotd

7.11.3 a1 1r01JEur:o"onr:airuriuui1xr{o{td'

fiirlto'nrir:raayr6uqnrua-nuurrorrrrolll'aq l-!d 19 urlvEr! 2565

ov fu.su <r". +" .rd <lt ,/il,LJ rtnro-cEffi c=3 frry5s\ \-dA,
vlu ri61r ri!fiu1u rnuftriui rjrnnnlrri urz{n:nqt rriilmi u.a.c,hh urllrh:!.r)lo'rn'raon 0!t !!lnu u.a.daunr o{{n{
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7.11.4 firsu! Single Sign-on rda Login rfiu{n:s{udur 1u n: nivt'fi: c uul.liur:
rirunar.rdryiunolfi rrnoirafi ourrnfl .i1 1 :uuu

7.1 t.5 aur:o16oroio:yuuuir,lr:drunaxdry:-rnorfirumoirafi ouyaru:yuu

L14d1u'ti0u:141:0on1i [oo1 nyu100tou?flu LFI

7.71.6 fi:vulduyryr:-uarn:nru1u rdu Virtual Machine, Host, Datastore uay Network

7.11.7 a't liflm:xoaouttasail,i ALarm rirll niu Virtuat Machine LLav Storage

2.1 t.8 arur:nrdouoionl::slu{prn1t patches uas Update o1nd1una1.r

eiruit:vlu Hypervisor (Update lr4anager)

7.11.9 i ept drraYrnr:#ourioriu Third-carty Tools

7.11.10 arur:nfiadflugiluuu ra{ Virtua[ Appliance 16'

: c r u!5yr : o"o n rrurio ur i ni r u web Browser ur u t-ffM15 td' In Er o ci n r ulgi

rn:0't141]'r u fl 1 io't rn u?nu!fl [n: o { ur]t1 g n0 {.t rq0 5 tff 1.l0urr1 rauo ua vfr
-!n't1tJd1U'1:00u1,iu0un{u

7.72.t 61r.r'r:nn'r!0ri1ofl ou:lun1:aliorrxi (lnventory) ld'

Ina:or:-uor.Jn :oiraiocnoufi rrfl o iurririrsfi uauo

uorq,ln, 
jnrro,u#rgrgrnrnrr:Lr5r4.! (Ethernet Switch)

Ja1'l:fltto m0nuis1Juu:141:ff'tuna1{ri1y5!noxl'ttaoiranou

l'fr'on':rrasornlunr:1dmu

a'r 1:noilr[r]n Firmware tolunso'ttuisiruFro:rfirroroirafi oufi rauot6'

aur:alirnr:dr:oruasria'urit Configuration uavlSur:o'nnr: VLAN

to,ro n:6fnisolufrrgegrnrnrrririra.: (Ethernet Switch) td'rfl uodrlrjos

arur:o:oriunr:o'anr:d'ra Resr RPt t6'

7.72.2

J
:vuudr:orrlora;irmiulnio.rnarfi xIgroi[4fi ou

J , or J
fi o {nr ulolrnioo,r:lanr:6'r r6a'ln-uqo rn6or uildra n orfi lnoiuail'oufi dr rauo

ouaur:odr:oqiarald'tririounir ao vuts uasfifirivrdnr:l{trurfiEililoriu:nruddrrauo
. , . -ifiu n11 d111''liflaBl.tuoEro{u

7.L3.t aMinn?!q:Juavo'onr::vurornd':una1.:ij1ufl 'r.r web-based

uaY Graphic User Interface (GUl)

a1'r:0?tlnltGilror[acfin'unoufi rufl oirafi outilnerm:r

In u"liloio':1{ Rgent (AgentLess)

aur:nair:owioralourirlruiun-u:vuu Hypervisor

Toulirnr:air.! Snapshot to.r Virtual Machine ru r?a{orxa1udl16'

rdonr:rir:ordo4a virtuat lvlachine iirurur, nt6'oeirr:rori':

arur:ndr:orrio4aro 'ru Changed Bl.ock Tracking (CBI16'
.lJ-

tYioIT{U1J:&Av5n',t1rn116150.:ll0 a

7.L3.2

t.17.5

7=L2

7.73

7.72.3

7.t2.4

7.t2.5

7.13.4

I
L

1

<Jl-. +r. ry /71'$ J-rS rtsf, CD$ri e S"lltJ Yd)toy" ,f,l^.su tr
ltaftnn1 an 6trr nrrns ulu riGlrr !i!d1mu llUdu{nJ rlm!1lit tru{nrnqt n$#mi u.a.nitdr tor$4i: u.a.l(aunr d1[nrJ vrunrqxd ia'ol u.a.prLrr ou:tqa

dirrd'or'r:raayr6aqnudnuuvrorrcro{fran ild 19 !!tsluu 2565
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7.13.5 61r.J'r561li1n1:dl:o,tuas{6u{oryatol Database

;iruil Database o-lriohJdtd Oracle, Microsoft SeL Server, DB2, MySeL,

PostgreSQl, MongoDB, Hadoop uav sRp HArun1ou1il6o.r1{ script

7.13.6 arrilirrdr:ol{olaal Disk ,Virtuat Tape Library MfL), Cloud Storage

uay lape tq

7.13.7 al r50annrrrLd, doutol{oua (DedupLication)
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\.fr. 2;62drdurriot uavuu':rJfru'6tol NtST Cyber Security Framework
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8.2.2 rit,tuoLloultuasn:svrunr:1unr:rfi r:vo-ruaydoar:rfi orfi ouafl nr:nifiEi
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$u!6'd1ufi6 (Security Orchestration, Automatlon and Response (SOAR))
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8.6.2.1 r':vur Machine Learninglunr:m:royrlln0ndanoifil
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8.6.2.2 arur:oo:'loduuacflolrYu DNS Tunneling u,au Ultra-Slow
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8.6.2.3 drilr:osr:to6'uuavflo'rriuilru DNS Services ttiu Fast FLr-x
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8.6.2.4 lirrruuuu ReaL llme uaslilfi{oe'rrYn:oriurJiurcu lvlaticious
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drzuan:vyufil Performance tolm-rq:Jn:ni

8.6.3 d'rr.r 1rnd1 Remote VPN rdo rfi rarlnja ooriul#rY! MobiLe User lo a:o.riu

qiruru users hjrioun'jr 10,000 users Io u:olYr n r:1{r ru#'r Laptops,

smartphones uuas Tablets uursuudfi{fin1: odrrriauo-ld

8.6.3.1 Appte iOS

8.6.3.2 Appl.e macOS
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8.6.3.4 Windows
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>'z*/f/J ,,t .: |befFtrh6 -:-=t fr'"Jov" G\su d,- {! v N
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8.6.5 a'r 1:nor:1nao!ttavrilyuquluulurndolr'rirnr: vpN uiurlu:vuu

lot'ro:roao!orn Operating System, Antivirus Version, Host Firewatl

Version L[au Registry ufluodrniou
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nforoEura:raav rd uoyr nrfunoulorcrac16 an
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9.3
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9.3.7 :vuurBur:nr:,i'onliriu $a v flo!auorsio n-EJn nnrr^rlruuo'niufiG (soaR -

Security Orchestration, Automation and Response)
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e.a.a qrln:nj Next Generation FirewatL
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9.5 o'o lir : r u a s 16 u q n r yr : r I n r : rir.l r u I o.l : s u u fl u Eil-l fr rjfi n r : f n ur o r r :L d a a o n-rl
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