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1

:1 ua 3 t6 uo q ildnBru! rol{ 1Yn o { l'l'a 6l

doa:riruriuiol6odqlnttnr:rJiurJttrfiurJ:ctvBnru:suu raiodra6uwloiniorrit'riu{dodm

uav{lrfi ndor'r rfi utiSura druru 1 :c!u

qrln:niinurnrudaanrio:luuraiori,ru (ttext Generation Firewatt) il'rulu t qn

1.1 rf,uqiln:ni Apptiance fioonuuudulrrovrrc rfiolirilirfiriu Next Generation Firewatl

1.2 inrurirlunr:rir.i'lulon FirewatL Throughput b.irioeln'jr 20 Gbps

1.3 i Network lnterface uuu 1 Gbps (RJ-qs) iliodn'jr o'rurulririoun'jr q Y{oiel

1.4 :al:-unr:rfiunoisfluournouu! 1 Gbps (SFP) u6odn'j'r iirurulririoeln'jr + iloin

1.5 atn:ordousioniolrYu4lqo (Concunent Sessions) r,rio (tvtax Sessions) tdlririourrir 2,Cm,000

Sessions uavi lPSec VPN throughput lririotrn'i 7 Gbps

1.6 6'u1:001:2o6ouuacto.inunr:Io!6il:vmu IPSThroughput

r,rio Threat Prevention Throughput ldl"ririoun'jr 2 Gbps

. .)1.7 qrJn:nifirauooioliqzuautfi lPS, Web Fil.tering, Sandbox Cl.oud uac AntMirus/AntiMatware

1o u arur :o U pdate loin a oo:c u v na'N an n'r :iu tl:v n'u

1.8 :o{t-un1:el:?sAou{1.frlru (User Authentication) riu LocaL User nTuludrqrJn:ni

raSorirlruirl riu t- oRp r,ri o no kiriuodr.rrio u

:o!i!n1:1i1{,U11a'nuruv HA uuu Active-Active, Active-Passive uav ctustering td

aur:nriruuo poticy nslrirnr:'Hlru uavuirar:o'nnr:qrJn:niairu nTTeS

Iouldweu Browser l,rio ru ut loanr:fiar#':tov{ciurirfrlloi

ardorirudfi tauoeio.to-oog'tunril Leaders uo'r Network Firewatt t 2019

{rauo:rnroio.lirana'}:iui o{alnuifvrartr{H6orlutl:r rvlfilvluloun:!

rdo:-u :o.r'jr qrJ n:nidtauo u".r a glual u n 1 : au

uavtinr:ariuaquyll{fi1ur nfinuavn1:uin't:naoo:cuur?a'liuil:ufYlrlririoun'ir : il

2. :cuu{ar6u{otaa:1o:x'llaouf, lnoi (t-og)

2.1 rfl uqrJn:n5doon uuurrtCatfi u:ru:uuatitn:rvritrl,'qnr:oiuuu:,rquti

(Centralize Log Management) lourovrrv

uavH6nlaru{l6n 16urnnriuqtl n: aiinrvrnrurJaooriu:vu! tniorirsfi taua

rCo1fi aru :01{rrud:l riulsio eir{iil:c?vr6nrYr

i'tjolrdaloiouul Gigabit Ethernet utlu R-45 rirurulririoun'jr z fla{sr

arur:or6u{oXao:ro:ldtjrioun'ir 100 GB daiu

ir:?! n:roav15unqrua'nuruv

7.9

1.10

1.11

7.12

2.2

2.3

iiruru t qo

o

u'rut1ryun oa
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2.4

2.5

2.6

2.7

2.8

2.9

2.70

2.77

2.12

2.13

2.74

2.75

-2

a'rlr:n rfi !talao:ro:16-Liriou n'ir 3,000 Events Per Secon d (EPS)

-i s- o ."
fi fi ufi dorfi rria4a (Stora ge) !u1nn?1il1:?lLjrioun'ir 4 tB

a1rJ1:niuto{aa:ro:1 oinq!n:0j!:vuilrn;odrultitririoun'jr 150 Devices

arrr1:ot6u{o{a'[ugrJuuu Systog 1oi

a1r.r'r:0nr?aaouda4aarlarnl:'W{1u!:vLnv1 Website uac Apptication kirtuadrlriou

aur:on:roaordo{a Log 10iu1JU Real-time uac History ld'

atn:ndur,rrto4ao:'ra:ki'n!! Dritt Down uavaur:oduvrtiouua-{ld'nrrrd?{t?arfioiolnr:

alrJlr0nhuunnarlunr:aan:ra.:rukinudr.tnarfi rirvuo

aln:uriltruriruaonl.raro!:1un1uki uavd.r:1ul1ulildi E-mait ld

io{;lr n1: Export to{ao:10:\Ju-.1 rrp Server rdo r6udr:odo1a1fl ri

a,]rlr:nrir:ru.:ru1ul!BU! HTML, PDF, XML uac CSV trilotrn';rJuuu:rtxruotirlriou6'.rd

2.74.1. Admin and System Events Report

2.74.2. Apptication and Risk Anatysis

2.74.3. Bandwidth and Applications Report

2.74.4. Top Categories and Apptications (Bandwidth)

2.74.5. Top Category and Websites (Bandwidth)

u -taMsnmula!an:1n5 toaul{uauo{u
-42UUav!?a'tto.tn'r:ttarJ9l0

lP Address oiuur.: (Source lP Address)

lP Address rjaruvrl (Destination lP Address)

) bn ) -io{ldrru rfi oiinr::vrgr-rqnna (Authentication)

.1 d .-l 3,-- -!-q- J'irY
nr:In:rn-olnnluuon daltvqn'l:nj! fltu uav6'M:0atFr:'wul]qJulrtnotuttl

(lntrusion Prevention)

2.16 {tauo:1nrsiolfi ronar:r-u:o.in'tnu3Svlaltl,iitdnlurJ:cMoliluloun:l
) - t)

rf, aiu:ovjrqrJ n:nifi rauadlo glua'tu n1:Hael

uavtri'nr:ariuarluvl't'rdlut ninlravn'l:uin1:flaoo:vuc!'la1iuil:!rYubirioun'ir a il

3. qrJn:niaruq!:suumiodluli6tu (v$retess Controtter) d1u?u 114

3.1 qrJn:nidotflu Appl.iance #oonuuulrdrra:-uttn?uq11qiln:0, wre(ess Access Point

Ioutomc ua v:oiiu n1:li1{ruludnuruv Hi gh Avail'abil'ity (HA) toi

3.2 inoinrdouo'o 1ol100,/1ooo Ease-T o"ruruLifoun'j'l 4 iloiol

:o{:"un1::?!y{oinn1!!'lel:E'lu IEEE 802.1ax Link Aggregation

5?Un'lrlro:luavLauonfl anu u[4111

2.75.7.

2.75.2.

2.15.3.

2.75.4.

2.15.5.

4r"ua?--4k, #
u'rgt'lrluE 0aulur1f{ll'!fl aaar.lurrattoittr ttLr$orrr-n:u1utu20Ju utYnlufi0u4

ulutLu:d LUqvrE

to rJJo bJ l5 Urir 5J
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3.3

?

a1!"li0n'runll Access Point kiohu':utrjrioun'jr t0 qo

lou:o.riunr:turtllunr:n':rnuqrJn:ni Access Point ldrjruauLirioun'lr tso qn

rua v :o r ir rni o r q nrj r ukiil'r r.: ubirjo u n'jr 3, 000 rn6 o r

atLr:o:o.liunr:ri1 VLAN ldlilriaEjn?'r 4,000 vLANs et1r.r!'tFr56'ru |EEE 802.1q

aur:o:o.riu Throughput loitririoun'jr + cbps

fi:vuuinurnru aonn"ermrurn:olu AES, WPA2 uay aOrS kiriuodr{riou

arrr:orirnr:m:lnaorfrldmunrurai6'ti.J iEEE 802. 1x ld

aur:nn::or"o uavn?!nttco"!nltlu:.ilun1:d{#6!ry1ruuolq!n:ni Access Point uriavsirloi'

au.nnnicaluf-1d.:rul!ul Access Point fioq1nu:olldlouo'nlurl6 (ctient Faitover)

ta5o ar 1in!5u1:or"onr:drurufl{uria c Access Point ki
aur:nr4rnr:n:ro6'uuarflo.:fi'u Access Point rurlantiao116' (Rogue Detection)

raiofiorJ n:ninruuonatrt:orirnr:n:':or"r-ruavflolriu Access Point urlanrlaould'

u':ruu wir"L"r, lntrusion Detection ryi'osr:roaouuasrlo.!nTun1tlolgr'uu:cuurniodruliaru

:ariunr:ldnT!:crr-L Radius Server nreruonld'

alrJ'r:ouil41:n"onr:qrJn:niilru Web, Tetnet, SSH uas Serial. Port ki
qrJn:nioio.ldrurrn:rrunrurlaonrYrr FCC raio EN uia uL riuatir.:fou

HtaUotln10o.!tltana1::1J:0.i0'rfl1.rIt a'tl'lr{aran LI,JU:vrvrfi LvruLnun:{
", - .a
r1r051-r:0{21q! nloryrLau0u{0q tua'run1lfl arl

uavhinr:a#uarluvrldrurvnfrnuavnr:uinr:oaoo:vuur?a1i1.i!:crYuLirioun'jr : t

:lUaCtOUnnfua nufuutoY'l''l

3.4

3.5

3.6

3.7

3.8

3.9

3.11

3.72

J.IJ

3.74

3.75

3.10

4.6

4. qiln:oinrvoluf,ryryrruliartr d1u2u 10 !n

4.7 liuqr.ln:ai Rccess Point da'ur:nri'r.iluiurY! wreless control.Ler drauotoioeirri

rJ:viyrEnrn

4.2

4.3

f,, )
arnr:nirdrto4afidrunrru6 2.4 cHz uav s GHz lpinSorn"u

qrln:oid'orirarornrnuulnrer'lu drv:"rnrrud 2.4 GHz it Gain Lirioun'ir 3 dBi

uarnrud 5 GHz fi Gain Lirioun'ir 4 dBi

afiuariunr:rir.rrun'r! 1n:i.lu IEEE 802.71g/n/acJaxld

raliu n1:rilulouta4adtjrunmld s clz kidnatlir4.:qorlririoo n'jr 4.8 Gbps

dtaiurT n:gru IEEE 802.11ax

afuaqunr:riT Spatial Streams MIMO ruu 4x4 viodn'ir

4.4

4.5

ar:l!n1r1l
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4.7

4.8
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afiaqurrn:arunr:rdr:ra-6uavnmu aoon-u wPA2 raSo wPA3 uau a02.tx rf,uoElrrfiou

finoin:orir 7/2.5 cbps fiarur:o:o.riu Power over Ethernet (PoE) 802.3af v;o 802.3b2

a:?rJnlull9t:lSaYtauon flJanutuu Lalr''tYtonviao

tga61d6{+--- # afuil l,r'-
u'ru?,1furn oau18n'ttultlfl aao!ul,!a1?flt91 tu'lnn1lnl.{ulurtu:a uq n

- - ),/.
utut S?ruu u:cr1u?:glu

15 lr$ b) 13 t)rrlb) ltM 15 u^, b9 13 tu i1

r,riadn'ir

4.9 rauonioriqln:nio'ruldflruuu Por dru:uhiriotin'ir 1 qo

4.10 ri[a!o:1n.]oiolfironaT ::"r:arornuifvrartr{ara'nlurJ:vryfilflulnun:l
; o .;

tlIollJl0.:?1Q! n:ruylta!0u{0q tualun15ila9l

uarlfinr:ari,.,aqumrrdrurunfrn uavnrzuEnr:naoo:suvreariu :vn-ubirioun'ir a fl

5. qiln:0in:roludryryrrurniorhuua"n (Main Switch) siruru t !o
5.1 aur:nuh.rrulririoeLn'jr Layer 3 'trar oSl ModeL

5.2 itiolrdousio:vur:rniodru (ruetwork lnterface) uti! Gieabit tu-qS Q'ruruhiioun'ir 2q floisr

5.3 fitiorrdolsiouru SFP+ 10 Gbps raiodnir o"rurutririaun'jr q noisr

vrioilrqa Fiber Singte Mode 10 cbps o'rl'lu1!rioun'j1 3 qo

5.4 irailronmrLiiruru SDRAM via DRRtrlt vio ooR: turotilrioundr a cB

uavl,luu Ftash rurolririoun'ir 16 GB

5.5 i switching Capacity turohjrioan'ir 128 Gbps

5.6 irJ:v3u6nrnlunr:rirairu{a4a Forwarding Capacity birioun'ir 90 Mpps

5.7 :or:"r Mac Address 1o t!-fo u n'i1 32,000 Mac Address

5.8 fi Routing Tab[e lPv4 uurohirioon'jr 2,000 Entries

5.9 :ol:"tnr:vri vLRtts uhiaun'ir 2,000 VLANs

5.10 alrrli0u3ur:o-nnr:qrJn:niairuurrl :un:r web Browser1d

5.1 1 {rauo:rnroio$ronar::"u:arornuifuartr{zu6olur.l:vrunlveflnun:l
J u t)

tlr051.ito{11Qun: rrau0u.t0q tualun'lltian

uarlrin',:ariuaquur.:rirutunfinuacnr:!inr:naoo:cuvt2a'titl!:rn-ulririoun'jr a fl

6. qrJn:nin:vorudtyqrruraiorirtr (Switch) riruru a 1a

6.1 arur:nriT lrubirioandr Layer 2 tto.i o5l ModeL r,rion'n'ir
),6.2 Itiorttorsio:vuutniodru (Netvvork lnterface) uuu Gigabit RJ-45

n'ruruLiriau n'ir 24 yroier

6.3 firiolrdolsiouuu sFP+ 10 ebps uiao'n'jro'rurubjrioun'jr 2 iloiel

nioullna Fiber Singte Mode 10 Gbps rirurulririosn'i1 1 ler

6.4 I s*i.i capacity turolririaun'ir 128 Gbps uavii Throughput Lirioun'ir 68 Mpps

6.5 :o.rir.r Mac Address 1o t!*rio a n'ir 16,000 Mac Address



(

6.6

6.7

io.riunl:ri1 vrRn hirioun'ir 4,000 vLANs

arur:nrlorrYunr:rfiouoiaqrJn:oio'uloubitri:"uorlgrnr,riou{.liir.rurir (BPDU Guard

or RA Guard)

uioatn:nrSorriulltriqrJn:ni5uriror"rriu noot dt,riunr:ldlru Spanning Tree ld

au-laqu Discovery Protocol uuu IEEE 802.1ab Link Layer Discovery Protocol (LLDP) ld

aM:nu3 1:{o nr:qr.l n:niriruvrr{!:un:l Web Browser loi

{rauo:rnrfrorn'rona1:;ulo{41ntli$vrartr{ar6nlurJ:vtrfl1 u1nu0:n
) - t)

ryr0tu:0{11qun:ruvll6u0u{0q lualunl: aFl

uacf inr:afuauuvrl{ri'lur ninuavnt:uint:naoo:vuut?a1iuil:vrYulririaun'ir I t
7. :JUU Guest Wi-Fi Setf Registration rituru 1 :cuu

7 .7 a1x1:o0u0'u0t'?nu{1{lrurirurin :rJ:vrirsTr!:vtrtuuuu Smart Card ld

Lour.l Lt{'rurau!u9r:!:ca1fl ?ulutltu LtJt0!lauu!tl5

7.2 u.lriroo5.o User Name uav Password 'hi{ldlruirLrto'tdlru w-ri ldloero-or1urlfi

ulo{1{lrun:ondoXarurutath:n"rr{n:r.tdru :cu!aruaol User Name/Password

uas QR Code uuriroo

ulo6lr-sr:U:vo'rsr"r!:vtttuoan :v!uovuntinnr:[ao{io{a User Name/Password

ua! QR code naTu(uriroaradn
. !s ,-- ---.-1-..-J-6rur:nuirat:o"onr:n{u(6lrudru:-ut{ruirfr lnuaur:o rvi! uR tl, a! :ounnn mtt':1uLn

a1rJ1:0ai :1 ui'lunr:Wriu:ruiu raio :ru t6ou r.!io :rut kilfl uodr'rriou

qo{'xiosk ir,tfroouarxrua*lua'!fla turotririoun'i1 18.5 dr ivrirun'lTrdrbirioonir a cB

finrjro16rdorauuu sso biriaun'jl 128 GB n'rvltrJfrtEnr:6oot'llrnioltd'lru

uavfiqrln:nidruileirurisr:rJ:vo'rsr':!:vtrtuuutl Smart card lrnsorL{drauo

tauorlioxqonor.jfirrnoiuiltjrtrdrviu{qua:vuu Guest \M-Fi Se[f Registration

rir'o'Wlunr:rfi u LoG rioXanr:tdl1u:!tlu uaual!'l:n6'uur{ldlru:;uuki

6.8

6.9

6.10

t.5

7.4

7.5

7.6

7.7

g. raColdr:oilv{f,rtrura tooo vR

8.1 firira'rbirlrriruuonLirioun'ir 1 kvA (7oo watts)

8.2 dxu:.rn"u'urttr :22}YAC t25% raiadn'ir

8.3 tirlu:ldutraan :22OYAC tro% ra5odn'ir

8.4 nardr:o.:b{Lirioun'il 15 - 30 urfi (Depend on Load)

8.5 il:vutvl Battery: Sea[ Lead Acid Maintenance Free

8.6 ireiriuuuu Universa( iuri*nrduuletf{t'lnarrttast'u1rll

aacrSonnfua"nutucto t

riruru : qa

v"AZ/"---CilNtrZ-'
l]1Ut',ltlJl]n oa- -t-- 

. de
x1un1turrfi aao:J- - ,9,

u'lutu?flu ulJnlul:fl1ltl
u'lutlula l0qr5
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8.7 arrllrnLl6uu[unrnoikilouli6'o.tinnr:rirlrurolro5ol (Hot Swap) uworordoukY

8.8 ldiurn:aru ISO 9001 Version 2015 ornnzuvn::unr:uliltrfi'jrdrunr:i!:o.l:c!1J{1u (NAC)

e<v=n:olnald.r nt:na-n nr:oonu!!, l5.i{'tu, fl'tilllu uay nr:lint: (Service)

8.9 r.itauo:rnrdolfi ronar:il:0.:ornriSuartr{zu6n1urJ:y[y]fllytuIourrl.t
J a t)

r,fr oir:avirotjn:nifi rauatilouft.ralunril.tenttr

rravbinr:auluariuyr.:drury:nfrnuavnltuinlinaontvuy L?a1i!!ivnitrhirioun'jr e t
^!9. nltqon{uayyo6autYUU

e e ^ ! .; J .;- !..u9.1 Hr6U0t1n1n0':9l0n,io!n: ytraua Lu [n5.:nltLyl0ytou uq!n: y]noni Lt{1u0qLo}t

uavvrhnr:voaornr:riruuuolqtln:ni6'.:nrirrt#aur:nrixrukiodr.rfir.J:vf,yrEnrn
-v9.2 nr:finoi'rarudrgqlru UTP rio Category 6 alnqln:ninrcorudryryrrurnioriru (Switch) 1!d.i

qrJn:nin:vorudryrgrruliaru (Access Point) {rauo:rnrd'olfion'larudrurUT ruyi'lfilfllyfiof,tvroru

luviolaravdou (Ftex) fi H6norniaqdfl olnTua"niriouvrvarua'rgryrru

g.3 tauo:rnr6'orn n#larua'rgrgrru UTP tfro Category 6 ornqtJn: nin:vorudq; ryr zu rniorjr u

(Switch) Udl Outet LAN rfirLrd:rohuruLirioundr 15 oor

r evu J!
!ou !!1aoyllj0{nIafl lnou va'tuarufulol
, ' . ^ " 

:: J . i9.4 ar tau0:rn10o{dnn1:v!! Guest \M-Fi Setf Registration frrauo h4a1ll'r:0ri'r.:1u t{oxno n!

irlnroio.rqrrrr!rniadruliaru (wireless Controtter) ldou1{i!rrAil6rltr
-!

( :r u a v to a n n r: fi osr"w r rL 2".l uul )

10. :ruac16so6udrdur{ol

1 0. 1 rr riul,unr:o-crr,tr 3,21 o,00o.oo ulyr (41:Jdluao{ uaur,ldrviuurvtiru)

10.2 rirrauodu:rarlririoun'ir t zo iu riu uriiurlrauo:1n1

10.3 rilauo:vuv rrarduaunrul,u 90 iu fun-oornr-udalutrludrgryr

10.+ va"nrnruriirn'riruln'o16ontoraualoatdrnruri:rnr

gr:ltJ lUaVLafl tuafl1Jru3La11131A.lVr
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